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Data Localisation and Enforcement of the Right to Privacy

by
—YVishal Rakhecha and Chittkrishna Thakkar-
INTRODUCTION

Data has become an indispensable component of the internet and therefore, the
economy. Some of the largest companies in the world have built business empires
around the collection and processing of data. This massive pool of data collected by
these companies allows them to invade the private lives of an individual, and in more
cases than not, without the individual's consent. These companies have been able to
escape from the consequences of these intrusions because of a principle that lies at
the very foundation of the internet- self-regulation.

The internet began as an effort to move away from centralized structures which had
started to control individual lives more and more frequently; Bitcoin is the most recent
and marked example of this pursuit.t This move towards a decentralized system was
premised on the idea of having equal bargaining power between all the parties in it, in
the sense that every single user and service provider will perform their function in a
manner which serves the needs of the entire community; any attempt to illicitly
benefit off another member would result in penalties or reprimands imposed by the
community on the user or service provider in question. This principle of self-regulation
which for long has been the stated goal of the Internet has failed and has led to
increased corporate control over individuals' lives.

The complete lack of regulation coupled with the wanton collection of data has
created a massive power imbalance.2 Companies have gained knowledge about almost
every aspect of an individual's life2 and the lack of viable alternative service providers
forces consumers to stay with one service provider.2 It is at this stage that State
intervention becomes necessary to prevent the breach of the rights

of its citizens. This intervention must be backed by a law which clearly demarcates the
scope or jurisdiction within which it would apply. The jurisdiction should be fixed in a
manner which ensures that the law is not only certain but also allows for a practical
enforcement mechanism. This paper is an attempt to provide such a mechanism.

In the first section, this paper provides a justification for the constitutional need for
the State to intervene. The next section deals with the inadequacy of extraterritorial
application of laws to address the issue. The third section sets the context for the
benefits of data localisation as a way forward. The fourth section presents the
arguments against data localisation and explains why these concerns are misplaced.
The last section concludes the paper by construing that data localisation will facilitate
the protection of right to privacy.

CONSTITUTIONAL NEED FOR DATA PROTECTION

The constitutional scheme of rights is designed to protect and enhance individual
liberty as an end in itself, and to promote the values which enhance societal equality
and cohesion. The threat to these rights comes from multiple companies which
manipulate individuals' behaviour for the best interest of such companies. The
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companies are able to achieve this because of lack of regulations on their information
collection. This section will, by using the example of Facebook, demonstrate one of the
several ways in which such violations occur and how these violations have had
devastating effects not just for the individuals concerned but also on values which are
central to the idea of democracy.

The number of Indians using Facebook has recently surpassed 240 million, making
it the country with highest number of Facebook users. Around 19% of the country's
population is estimated to use Facebook.2 The social media giant collects a large
amount of personal data from its users, ranging from general basic information about
the user to his/her specific tastes and preferences. It amasses such data by keeping
track of the users' online activity, inter alia the advertisements clicked on, the pages
liked and the location of the user.t The tracking is not only limited to the user's
activity on Facebook but also extends to every website one visits while logged into
Facebook.Z Even when a user is

logged out, Facebook knows what she is browsing because it is alerted every time a
user loads a page with the option of a ‘like/share on Facebook’ button or when an
advertisement is sourced from its Atlas network. It is estimated that Facebook uses 98
different data points to target ads to its users.2

By collecting such personal information Facebook intrudes on the fundamental right
to privacy of all Indian citizens who are on Facebook, that is, approximately 241
million Indian citizens. An argument against this is the non-applicability of
Fundamental Rights against private entities and that the users have consented to give
this data. These remain grey areas which need to be considered here. Even though
Fundamental rights are not directly enforceable against private entities, they could
have indirect horizontal application when the government is under a constitutional
duty to protect the citizens from certain actions by private individuals.2 There is no
specific answer as to which fundamental right imposes this duty, but the Courts have
primarily imposed such a duty in situations engaging with cases under Article 21, right
to life. 12

The Delhi High Court in Uphaar Cinema held that due to Article 21 there is an
affirmative duty on the State to protect individual lives which obliges it to effectively
regulate private property owners.’L The case of Vishaka v. State of Rajasthaniz can
also be understood as an extension of the constitutional duty as envisaged under
Uphaar case. Here the court directed the State to protect the citizens from sexual
harassment regardless of the employer. Hence, in order to fulfil its constitutional
obligation, the state is necessitated to enact a law against sexual harassment.
Considering that the right to privacy was held to be a fundamental right under Article
21, unanimously by nine judgesis, it would be fair to say that it also, like the above-
mentioned cases under Article 21, imposes a constitutional duty on the State to
protect the citizens' rights from being violated. This duty and the need to requlate
private entities are hinted at by judges in the privacy judgment. The plurality
judgment by four judges mentioned how in the age of information, dangers to privacy
can also originate from non-state actors. In a separate but concurring judgment,
Justice Sanjay Kishan Kaul clearly recognizes this obligation by stating that “The right
to privacy is claimed qua the State and non-State actors. Recognition and enforcement
of claims qua non-state actors may require legislative intervention by the State.”2
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Now that the enforceability of right to privacy against private entities is established,
it needs to be examined whether the collection of data by various companies leads to
violation of privacy as per the standard set by the Supreme Court. The privacy
judgment identifies three aspects as the core of the concept of privacy; the body,
personal information, and decisional autonomy.1= Data collection by companies has an
adverse effect on second aspect of informational privacy. In relation to that, the
plurality judgment held that, informational control allows an individual to use privacy
to retain control over his/her personal information. Among all judges there is a
consensus with regards to the fact that informed consent is central to informational
self-determination.i& This means that information can only be obtained from an
individual after telling him/her exactly how it is going to be used and any use except
that, would violate her right. Justice Kaul very clearly brings this out by mentioning,
“...the State must ensure that information is not used without the consent of users and
that it is used for the purpose and to the extent it was disclosed.”Z

To understand the nature and extent of this consent, it is important to consider the
decision of Canara Bank case which, as per the operative order in the Privacy case,
lays down the correct position of law. In this case three judges of the Supreme Court
held that privacy deals with ‘persons and not places’, any documents of the customer
with the Bank, must continue to ‘remain confidential vis-a-vis the person’, even if they
are not at the customer's house and are voluntarily sent to a Bank.1& A joint reading of
this would give the following preposition “consent is not a one-time waiver of your
right to control your personal information, but must extend to each and every distinct
and specific use of that information, even after you have consented to the State
collecting it from you."2 When media giants like Facebook, Uber, Amazon, etc. collect
data, this standard is not met at all. Majority of the users do not know how much
information is collected, or how it is used so even if one says that there is ‘consent’
one surely cannot say that the consent is ‘informed consent’.

The data collected provides an overarching image of an individual showing her
entire profile: age, education level, location, relationship status, job, what she owns,
political views and so on.22 While such data points are normally
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used for advertising, their usage is not limited to it. It also extends to the pages it
recommends, the kind of news articles one sees and, also the kind of
posts/comments/likes of friend of a user views in the newsfeed.2L The main objective
of the media giant is to maximize the time a user spends on its website in order to
gain higher revenues from advertising. To achieve this Facebook uses the data to
ensure that users view posts about things they care about the most and posts they are
most likely to engage with. Due to the extent of knowledge Facebook has about the
users, it has developed the capacity to influence what users buy, how they feel and
how they vote.22 Take for instance Brexit referendum, where, as per political strategist
Gerry Gunster, Facebook was the game changer to persuade people to vote for
Brexit.22

Allowing Facebook to infringe on the privacy and to collect and use the data of users
as per its whims and fancies also leads to violation of the Right to Freedom of Speech
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& Expression.2% This is because an important aspect of Free Speech & Expression is the
fairness doctrine as per which, viewpoints are to be placed before the readers to
enable them to draw proper conclusions,22 while on Facebook, whatever one expresses
reaches audiences selectively based on what they are likely to engage with. Of course,
private parties are not compelled to publish/share everyone's view and have a
substantial freedom in terms of the content that should be published for example,
newspapers. But this is different because here the posts are selectively shown only to
a group of people which is possible only due to the collection of sensitive personal
data. Interestingly, 62% users are unaware that such a filtering exists and believe that
at some or the other time of the day they would definitely see their friends' story.2& Of
the various theories justifying free speech such as instrumental theories (marketplace
of ideas, speech promoting democracy, speech promoting truth and watchdog theory)
and non-instrumental theory which values speech in itself as development of
individual autonomy, the Supreme Court has primarily relied on instrumental relation
between free speech and promoting and securing democracy.2Z Free speech not only
promotes democracy but as per the Supreme Court, it is “the very foundation of
democratic way of life.”"28 Hence, a violation of free speech would also mean a threat to
democracy.

The extent to which the right to privacy is critical for the protection of democracy
cannot be overemphasised. To achieve this, the State has to enact laws to regulate
data management practices of entities. The Srikrishna Committee has been given the
unenviable task of formulating the rules for data protection in India. The committee
has to frame a scheme to mitigate the harms caused due to indiscriminate collection
of data. It will have to, for example, set limits on the amount of information an entity
has to collect from its users or at the very least provide the method through which the
data has to be collected. It may also have to fix the extent to which even that
collected data can be used/processed. The committee will also have to create a
redressal method through which an aggrieved individual can enforce his/her rights.

The redressal method and the enforceability of these rules and regulations are going
to be dependent on how the jurisdiction of the law is determined. The approach
through which the jurisdiction is defined by the law becomes the primary factor in
determining the viability of the avenues created to access justice. Any law formulated
to develop such a method has to be certain in its scope so as to be able to inform
entities whether it applies to them or not.22 Additionally, a law would be futile if there
is no method to enforce the rules and regulations. The next two sections will deal with
the two varying methods of determining jurisdiction

EXTRA-TERRITORIALITY

A majority of the companies which operate in India are foreign companies, with
servers outside India.22 These companies do not always have offices in India. Even
when they do, the Indian offices do not have control over the processing of the data.
Any data protection law has to necessarily strive to include these companies within the
scope of its jurisdiction. This is because these companies can have tangible effects on
the online behaviour of individuals. Extraterritorial laws are one way to include these
companies in its scope. Traditionally, the jurisdiction of a law extends to only the
sovereign territory of the law-making authority, but if factors outside its territorial
limits have a tangible effect on the well-being of the country, the need to regulate
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these may arise.’L An extraterritorial law will have to fix the scope of or define the
actors which will be regulated by it. Then, it must lay down the procedure by which it
aims to enforce these laws.
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Fixing the Scope of Extraterritorial Laws

The definition the law lays down to fix the extraterritorial scope of the law must set
a standard for the kind of actions that makes an actor accountable to Indian
regulations. Courts in various countries have developed several tests to determine
their jurisdiction in relation to extraterritorial actorsi32; this section will present the
most commonly used metric, the effects test.

The first approach is the Effects Test or the Intentional Targeting approach. This
test was developed in Calder v. Jones33, Under the Effects Test what needs to be
established is whether the act performed by the entity had an effect in the jurisdiction
of the court and whether there was intention backing such an act. In addition to this,
foreseeability is also a necessary condition.22 An entity providing a service has to have
foreseen that their action can have an effect in that particular jurisdiction; if there
exists no foreseeability, then it creates an illegitimate expectation on the party to
monitor each and every activity on its facility and user availing its service.

The Justice Srikrishna Committee in its White Paper has also suggested a few ways
in which jurisdiction can be ascertained.2s Of the three alternatives suggested, the first
one refers to data stored on servers located within the territorial limits of India-which
has been dealt with later on in the paper.3¢ Under the second method, the scope of
extraterritorial laws is decided on the basis of an enquiry of the entity carrying out a
business in India in a consistent manner with the aim of profit. In the third method,
the conduct of the service provider in offer is used as the determinative factor. Both
the classifications are based on determining the intention of the parties involved.

There are several issues with the way these tests of effect and intention are to be
used, either in isolation or together. A website can have an effect in a jurisdiction even
when there is no intention involved; for example, in the case of Yahoo!, where the US
website displayed anti-Semitic objects and French citizens could access it.2Z The
French court held Yahoo! liable as it did not take steps to prevent people in France
from accessing it.

The test to prove intention is based on identifying the steps taken to enter or avoid
a particular jurisdiction.32 The manner in which the internet
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has grown makes it extremely difficult to demarcate the level of involvement required
for a website to actually cater to a particular market.22 There have been situations
where a service was used in India without the entity ever intending for it to be used
here; 'Reddit’ for example was being used widely in India and only recently were
features added to appeal to its Indian users. This ambiguity makes it difficult to frame
a law which balances the interests of both, the service providers and the users.

Enforceability
Even after the determination of the scope of the law is made in a way that it is
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broad enough to cover those entities which collect information about Indians, while
still allowing it to be narrow enough to maintain a reasonable degree of foreseeability,
there are issues with regards to how the law will be enforceable. The theoretical force
of a law is not enough for it to be followed, there needs to be a strong mechanism to
sanction those actions which are not in compliance with rules and regulations.?2 When
it comes to companies which have a physical base in India or engage in trade in India,
there exists a strong incentive to follow the laws here as their goods can be attached
or the sale of their goods can be barred.:L Entities which are accessible through the
internet do not always have physical offices in all locations where their service is
provided. Even when they do, the branches do not have any actual powers in the use
and processing of the data.?2 The power is vested in the hands of the head office.

Law enforcement authorities could request data directly from the companies and
there are countries which provide for laws to regulate this; for instance, the Electronic
Communications Protection Act, which provides for the procedure for disclosure of
information to a government service.22 Under this Act, a foreign government official
must first obtain the warrant of an American judge before they allow the entity to
comply with such a request. Even in those circumstances, the entity can only transfer
metadata related to the transaction and not the contents.

Sanctions can be imposed by entering binding bilateral or multilateral Mutual Legal
Assistance Treaties (MLAT) with the countries hosting such data. These are entered
into in order to collect and exchange information to
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enforce laws.44 The issue with MLATs is that it becomes tougher for a developing
country like India to negotiate or enforce it with countries like China or USA, which
have the majority of data regarding Indians. The treaties also have a certain degree of
uncertainty attached to them, as the actual functioning of the treaty depends on the
delicate political ties countries have.

Yet even in the best of political conditions, a long bureaucratic process is involved
which further complicates the issue.22 To provide an illustration on how this works out,
take for instance a piece of information which is required from Amazon. The law
enforcement body/police from India sends a request through a diplomat, authorised to
do so, who communicates it to the United States' authority the Department of Justice's
Office of International Affairs (OIA). This request then is taken to the US attorney's
office who then passes it on to the judge under 28 U.S.C. § 1783. The judge then
reviews the submission to check whether it meets the Fourth Amendment standard. It
is then passed on to the FBI who forwards it to the data controller, in this case
Amazon. If Amazon deems the warrant to be sufficient, it then passes the information
back through the same chain. This entire process takes up to an average of ten
months, sometimes more.

Such a framework is insufficient if not entirely futile when the requirement of a data
regulator is to prescribe and work with the data controller to comply with the law. The
vague and ambiguous tests, as referred to earlier to fix jurisdiction make it difficult to
fix jurisdiction and determine who needs to work and ensure observance of the rules
and regulations set by the regulator. The mere extension of jurisdiction to entities
outside of the territorial borders do not meet the required standard of quick and
efficient enforcement.

DATA LOCALISATION

The access to data stored on a cloud in a foreign country is restricted, as has been
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demonstrated above by problems like competing claims of jurisdiction and other
associated problems with extraterritoriality. Hence, a strong case can be made for data
localization which refers to the storage and processing of data in the country where the
data originates, while preventing the same to cross borders. There is a multitude of
ways through which this can be done - it can be enforced by preventing information
from crossing the national borders of a country,26 by making the data subject's explicit
consent to transfer

data,4Z by imposing a tax on export of data,’®& by requiring the companies to save a
local copy of the data being exported,%2 or by only allowing exports of data to countries
with whom there is a prior agreement or who have comparable data protection laws.50
For the purpose of this paper, ‘data localisation’ would refer to the mandatory storage
and processing of personal data in the home country. Any other data can be exported
only after explicit consent of the data subject is taken.

There are two assumptions precursory to any claim regarding data localisation.
Firstly, that there exists a legal framework which regulates the kind of information that
a company can collect from the subject. Secondly, that there exists a data authority
which has power to penalise and impose sanctions in case of a breach.

The argument for data localisation is rooted in the need to safeguard the rights of
data subjects as it allows for access to the data when there is a legitimate interest
involved. The presence of data servers within the territory of India, means that they
are within the territorial jurisdiction of the Indian state. Any such entity would then
have to follow the laws of India. The physical presence of the data gives the
Government the ability to subject the entities to the rules and regulations here. This
reduces the problem around conflicting jurisdictional claims and eases regulatory
compliance. For example, when data is stored in India the private entity will have to
comply with India's Privacy laws. It also helps ensure efficacious legal remedy as data
would be within the control of the defendant company (as it is not on foreign servers)
and thus it is possible to get access to data as and when legally required.

Take for instance the present petition pending in the Apex court where the
Petitioner Pallav Mongia has demanded for data localisation laws. The key claim of the
petitioner is that despite huge amount of Indian internet traffic flowing through
internet giants like Google and Facebook among others, all data is stored by them
outside India. He argues that the local branches of these companies do not have
contral over the data and that this is evident from their affidavits in response to the
requests for access to it. This acts as a huge impediment to efficacious legal remedy.2t
This is also evident in Microsoft Corp v. United States22, in which a magistrate judge
issued a search warrant

to Microsoft to produce certain data, but the company only partially complied with it
by producing the data stored in US servers. The company refused to part with the data
stored in Ireland, claiming it to be beyond the jurisdiction of the court.=3

Another argument for data localisation is that it reduces the possibility of a
country's citizens being subject to surveillance by foreign governments, because data
within one's territory is easier to access. When foreian governments can easily access
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sensitive data of another state's citizens, it also becomes a national security threat for
that state and this threat can be avoided through data localisation. Of course, based
on this reasoning an intuitive problem is that data localisation provides to give the
government increased control over its residents' online activities, which raises the risk
of infringement of citizens' right to privacy and freedom of expression and leads to
curbing of dissent based on the personal data available to the state.=* However, this
assertion does not hold water, at least in India. Privacy is now a fundamental right due
to which the State is under an obligation to not violate its citizen's privacy. Hence, any
such violation would surely be prevented by the data protection law currently being
drafted by a committee headed by Justice Srikrishna.22 At the same time, any violation
by foreign governments cannot be prevented and citizens would have no remedy in
case foreign governments breach their privacy, which is not true in case of a violation
by the Indian State. Data localisation could also have some economic benefits, it
would lead to better infrastructure due to the investment necessary to store data in
India.=t
OBJECTIONS TO DATA LOCALISATION

The following are the primary objections to data localisation. The greatest fallout of
the Snowden revelations was the increased awareness among the people that their
information is not safe with American corporations as the government there has ready
access to it. In response to this, countries across the world proposed ‘data localisation’
as a way to prevent surveillance by foreign governments. Scholars have argued that
this knee-jerk response will do more damage than good to the privacy and security of
the users,2Z that it

would lead to the Balkanisation of the internet, creating multiple internets hindering
growth and innovation.=28

One of the foremost objections to data localisation is that the mandate for data
localisation can enable the suppression of dissent; forcing information out of a local
server is easier than from a server placed outside the country. Data localisation, even
in its most basic form envisages the storage of at least personal information.
Depending on the broadness of the definition, a government can force all companies
providing any service to store the record of the entirety of a citizen's online activity in
its own territory. This would immediately translate to control over its citizens' digital
activities, putting critical information in the hands of the government. This can make it
difficult for citizens to freely conduct their actions on the internet or express their
views.22 Scholars have cited the cases of repressive governments like Russia, China,
Vietham, among others, to show how these governments have used these laws to
crackdown on dissidents.&2

The rapid transfer of data and the free-flow of information is at the core of the
internet-based services. This has facilitated the creation of services like the Internet of
Things (IoT) and Cloud Computing.&L All these come to be threatened due to the
introduction of data localisation as it prevents such quick transfers of data. The
internet was envisaged and created with the intention of having a borderless and
territory less existence.®2 As a result of this original conception, the design and
architecture of the internet will have to be changed to adhere to the function in a
world where data of a certain kind is store in a specific place. Most importantly, the
associated costs with redesigning this entire system are massive.

The growth of the Internet to a large extent has been due to low costs of entry and
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exit. This has allowed companies to disrupt the market with innovative ideas, and its
borderless nature has made it easier to expand to newer markets. If data localisation
laws are made mandatory, entering those countries becomes expensive; one would
have to set up their server farms or rent space from a cloud-provider.82 Consequently,
this increased cost can possibly
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hinder the entry of newer firms in a country thereby reducing competition.&
Companies may avoid India altogether as the costs of setting up and providing
services would be huge thus decreasing foreign investment. Additionally, this would
create an adverse effect on the competition and thereby the quality in the cloud-
service industry. The local cloud providers will not have any global competitors, this
lack of competition provides little incentive for the cloud-service providers to develop
state-of-art security measures.&

In terms of security, data localisation can change little. The Snowden revelations
while providing an insight into how the NSA was able to access data in the USA also
showed their ability to attack and retrieve data in foreign servers. In fact, there is a
probability that the storage of data in one place can make it an easier target for
attackers and foreign governments.5s

ANALYSING THE VIABILITY OF DATA LOCALISATION

The various objections against data localisation are either entirely misplaced or have
exaggerated the possible harms. These arguments in most cases are divorced from
reality, suggesting methods which have bureaucratic baggage attached to it. The
benefits of data localisation outweigh the harms that may come from it.

An oft-repeated argument is that data localisation enables governments to suppress
dissent and this leads to abuse of political rights of citizens. There are two layers to
this argument, firstly, that having control over the data immediately translates to
government monitoring of individuals' online activities. Secondly, that prevention of
data transfers out of a territory are undertaken only by countries which have a poor
human rights record. An assumption implicit in the first layer is that only western
countries, which presently have data stored in their territories, are placed in a position
to protect the rights of their citizens and those of the citizens of the world. This is a
fundamentally flawed argument. Countries outside of the West can and have
developed data protection laws.82 As has been discussed above, the Indian Supreme
Court has recognised the citizens' fundamental right to privacy, providing them with
recourse for situations wherein their data might be used by the state resulting in
violation of this right. This form of accountability can never be imposed on a foreign
government and this critical factor is discounted by most analysts.88 The second layer
of the argument is that only repressive governments have
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laws relating to prevention of data transfers. This assertion falls flat when we look at
how the European Union has dealt with this; it not only has a stellar human rights
record, but also some of the most progressive data protection rules in the world. They
have even formulated rules which create difficulties in transferring data outside of the
Union.22
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Another argument forwarded is concerning associated costs to change the
architecture of internet and that this disruption can prove to be extremely detrimental
to the development of the internet as it exists.Z2 This argument is unpersuasive for two
reasons; firstly, the internet is not inherently unterritorial. Any assertion of such kind
is utopian, as the internet is not borderless or beyond the conventional ideas of
territorial jurisdiction.ZL The internet is experienced by people differently depending on
where they are located.Z2 The government has a massive influence over the way the
internet functions because of the nature of regulations over the functioning of the
infrastructure using which it operates. This control begins with what kind of devices
are allowed into a country, broadband and internet policies of a country, censorship
laws and privacy laws among others. Similarly, data stored on the cloud is also stored
in physical servers, where some countries have greater access to the information as it
is placed within their territorial limits and therefore are able to reqgulate it with ease.

Secondly, the internet as it exists has not been able to prevent harm to the privacy
of the individual and the costs to the society because of this are considerably larger
than any economic costs that will be incurred to remedy it. An internet with data
protection and privacy ingrained in its design is far more beneficial to development.
This measure is more likely to instill privacy by design. The associated costs that can
arise are a fair trade-off to ensure that individuals' liberties are protected.

The argument that innovation is likely to suffer as data localisation measures are
likely to prevent foreign entities from entering these markets due to the high cost of
entry,Z is not entirely applicable in the Indian context and its detrimental effects can
be mitigated in the ways suggested below. A service provider, looking to expand his
services will first look at the costs of venturing into newer markets and gains likely to
be made by entering them. If the costs of setting up servers, for example, are not
commensurate to the revenues that are to be gained from the market, they will not
enter it. India is a massive market and any service provider with the intention to
expand will look towards it as a possible market. This unique position which India
enjoys gives it the privilege to enact laws like data localisation while still attracting
foreign

investment. This is because it is financially viable for the service providers as they gain
access to such a massive unsaturated market for either setting up their servers here or
renting them from a local cloud-server provider.

These benefits may be limited to the larger players who have enough capital to
setup or rent servers in India. The smaller entities will find it difficult to venture into
India. To address this, the government can set a threshold where on basis of the
number of users the data localisation will be enforced. If an entity has users below the
particular threshold they would not have to store the data here. But a disclaimer would
be shown to anyone accessing the service that the information is not being stored in
India must be given and an option has to be provided, only after the explicit consent
of the users is taken can the information be collected by the service provider. Such a
mechanism has multiple benefits; it allows the market dynamics to play out at the
lower levels while also ensuring that the services which the consumers favour are
granted the space to operate. When and if these services do reach the required
threshold, they will have to start storing the data in India. The primary reason why
such a move is still likely to be beneficial to data rights is because consumers do not
have a bargaining power with larger firms. They may probably be the only players in
the market offering those services, which is why government intervention becomes
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necessary. But, when it comes to smaller service providers, the same power
hierarchies do not operate as consumers have a greater bargaining power allowing
them to negotiate better policies or to switch to more secure alternatives.

It has been argued that information is likely to be less safe in countries which have
not had servers earlier and thereby lack the technology or expertise to handle the
change.22 The development of servers may be in its nascent stage in India, but there
is no reason to believe that foreign companies which will set up their server farms will
not follow their own best practices or use the state-of-art technology. For that matter
even local cloud-service providers will be able to benefit from the wealth of research
available on the subject. Additionally, cloud-server providers will have to adhere not
only to a minimum set of standards, but also face stiff competition locally as the
Indian market is large enough for more than one cloud-server company to develop
more secure servers.

A consequence of data being stored outside the country is that it gives the entities
the freedom to impose unfair contractual obligations on Indian users. For example, a
company may impose mandatory arbitration clauses in its terms and conditions or
force the user to accept the company's home country as the only place to resolve
disputes.Zs This creates an unfair burden on the consumer and makes legal recourse
tougher for them. When data is stored in
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India, then the contract becomes a uniquely Indian contract. The Indian courts can
now look into the inherent logic and equity being provided by the contract.

Post-Snowden measures to protect the people have been met with arguments that
the NSA's capabilities are extensive enough to conduct surveillance even in servers
located outside USA. Even if this is true, it is no reason to provide the data of Indian
citizens on a platter to NSA by not providing adequate protection to the data of Indian
citizens. Lastly, considering that the state has a constitutional obligation to protect the
privacy of its citizens coupled with the inadequacy and inefficiency of extraterritorial
laws to do the same, it makes a strong case for India to adopt data localisation.

CONCLUSION

Large technology companies have for long collected data as per their whims and
fancies. This acts as a massive intrusion into the right to privacy of the individual.
There is the need for a law to deal with. These rules can be formulated to limit the
scope of the data collected by these companies. This becomes necessary in the context
of the scale and intensity with which these companies collect personal information.
The definitive limit on data has to be fixed on the basis of goal sought to be achieved
and limiting collection of data for only those purposes, as it would reduce the
likelihood of unwarranted collection of data.

A data law can also reduce the extent to which data can be processed and limit the
time for which it can be saved. It is the processing of massive amounts of data that
gives Google and Facebook the insights required to manipulate people into spending
more time on their websites. When there are restrictions placed on the ability of
websites to process and draw inferences from these large data sets, a natural outcome
is a reduction in their intrusions into people's lives. The level of intrusion decreases
because these companies develop patterns about a person, something that simple raw
data would not have been able to provide. The websites achieve this by allowing the
most polarising views to stay on top of the newsfeed or video suggestions or page
suggestion, this increases the average time spent per user. The newsfeed is directed
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by an algorithm which decides the nature of the content to be shown to the users, it
can then be argued that the problem is actually rooted in the algorithms and it is the
design of the algorithms that ends up favouring polarising content over others. This
position would seem to suggest that polarised newsfeed is not the fault of data
collection.

However, algorithms working on machine learning are designed in a flawed manner
to begin with. It is the knowledge or information collected from the users and its
subsequent processing that makes an algorithm that much more powerful and efficient
in dividing people based on their tastes and preferences. That a certain kind of post is
more likely to make a user stay online comes

W)\ Page: 118

from these powerful data processing algorithms. Thus, the fact that these end up
being one-sided or polarising is a consequence of the data processing. A step in this
direction would be to place restrictions on what can be collected, processed and the
period for which it can be processed or used. There is a massive likelihood of websites
showing less divisive content. Being able to achieve these goals would lead to the
protection of the right to privacy and the allied right of freedom of speech and
expression.

Data localisation is instrumental in achieving these objectives. Extraterritorial laws,
as have been shown, are weak as binding legal instruments as they have uncertain
applicability depending on the palitical conditions within the country where the data is
placed. They also provide little remedy if the foreign governments start illegally
intercepting data of Indian citizens. Due to their bureaucratic nature they are also
slower in providing critical data and inefficient in restraining the collection of data. This
makes it an ill-suited method to protect the data rights of individuals. Data
localisation, despite its economic costs, is able to ensure that there is a swift execution
of orders. The compliance of the rules and regulations can be tested with greater
certainty. The localised storage of data also makes the redressal mechanisms more
meaningful as they remove the uncertainty attached with jurisdiction while also
significantly reducing the time in which enforcement can be achieved.

It is here that the interplay between the right to privacy and data localisation
becomes clear. Just like every right has to be attached with some mechanism to
remedy its infringement, every iteration of a right to lay down its substance has to be
attached with an enforcement mechanism. If this enforcement mechanism falls short
of fulfilling to achieve the stated goals of protecting the right, it is futile. The right to
informational privacy as a right has to be concretised by defining the information that
can be taken, used and shared. This right has to be given a method to ensure that it is
capable of being effectively enforced and data localisation is able to achieve this in a
satisfactory manner.
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