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bS tract—ina country with 692 million active internet users,

any legislation impacting its use invites exceptional scrutiny.
India purports to be committed to the fundamental rights of its citizens,
despite the digital arena being encumbered with requlations and
penalties. Virtual Private Networks (hereinafter, ‘VPNs’) have had
a legal footing through the Information Technology Act 2000 so far,
permitted in an arena largely without regulations. On 28th April 2022,
CERT-In issued the Cyber Security Directions, which require VPNs to
maintain personal information of its users and comply with stringent
reporting guidelines. The author has examined the legal position of
VPNs prior to and post the CERT-In Directions, alongside the effect it
would have on companies and consumers.

The issues with implementation, such as ambiguous definitions
and subjective criteria, impractical reporting timelines, overbroad data
retention period, and lack of personal data protection laws, have been
enumerated in the light of other governing authorities, including MeitY
and TRAI The FAQs issued by CERT-In, clarifying the Directions,
appear to have become a source of law despite being merely advisory.
The author recommends the delegation of VPN log control to users
themselves through the establishment of a dashboard. Additionally,
it is suggested that storage of PII must be consent-centric, and real-
time monitoring may replace onerous compliance burdens. VPNs are
an emblematic extension of the freedom of speech and expression, and
the author highlights the emphasis on state order instead of a rights-
based perspective, comparing and contrasting the same with the
approach towards VPNs in other countries and international regimes.
A legislation that creates some form of impracticality for every single
stakeholder is prima facie flawed; amendments to align the Directions
with international democratic standards are the need of the hour.
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INTRODUCTION TO VPNS AND
MANNER OF FUNCTIONING

A Virtual Private Network (hereinafter, ‘VPN’), in layperson terms, may
be considered a system that creates a point-to-point connection across a pub-
licly available network allowing connected devices to transmit and obtain
data from the secure private network.>** It operates upon the underlying pub-
lic infrastructure of the Internet by encrypting and sending data through tun-
nelling procedures.* A VPN does not provideaccess to the Internet, and as
such, cannot be considered an Internet Service Provider (hereinafter, ‘ISP’). It
merely establishes a private network through the use of an intermediate server,
by using parts of publicly available networks. From a commercial perspective,
VPN services must meet the international definition given by the International
Telecommunication Union (hereinafter, ‘ITU’) of a ‘network-based VPN’ as
‘that part of a network which provides connectivity amongst a limited and spe-
cific subset of the total set of users served by the network provider,” in order to
avail a licence.** ITU further defines the specifications to be met by Layers 1,
2, and 3 of VPNs.**¥ Of these, only Layer 2 and 3 VPN services (concerning
the hardware interface layer and the network layer, respectively) are permitted
by the government.’*

From a legal perspective, VPNs currently fall within the ambit of an ‘inter-
net intermediary’ as defined by Section 2(w) of the Information Technology
Act 2000 (hereinafter, ‘IT Act’), within the categories of ‘network service
providers’ and ‘web-hosting service providers’** The usage of VPNs gener-
ally invites a negative connotation due to the obscurity of activities carried
out through them. The individual can access the internet for any activity, even
illegal, circumventing the internet censorship put in place by their government.
Nevertheless, the primary purpose of VPNs is to augment internet privacy, and
protection against marketing agencies, cybercriminals, and government sur-
veillance. Companies use it to share encrypted information remotely, a service
that was endorsed by the Indian government itself during the COVID-19 pan-
demic for Work from Home (hereinafter, ‘WFH”).3*¢ Individuals use it to main-

30 CISCO, ‘What is a VPN? - Virtual Private Network” <www.cisco.com/c/en/us/products/secu-
rity/vpn-endpoint-security-clients/what-is-vpn.html> accessed 5 June 2022.

3 US Legal, “Virtual Private Networks Law and Legal Definition’ <https:/definitions.uslegal.
com/v/virtual-private-networks/> accessed 5 June 2022.

32 International Telecommunications Union, ‘Network-Based VPNs — Generic Architecture and
Service Requirements’ (March 2002) <www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-
Y.1311-200203-1!'PDF-E&type=items> accessed 5 June 2022.

3% ibid.

3 MOoCIT, ‘Guidelines for Permission to Offer Virtual Private Network (VPN) Services by
Internet Service Providers (ISPS)’ (Department of Telecommunication, 16 December 2004)
<www.dot.govin/sites/default/files/IP-VPN_Guidelines__web_version_.doc?download=1>
accessed 29 January 2023.

3% Information Technology Act 2000, s 2(w).

3% Department of Telecommunication, ‘Guidelines for Other Service Providers’ (5 November
2020) <https://static.pib.govin/WriteReadData/userfiles/OSP%20Guidelines%2005.11.2020.
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tain multi-device connections, use public Wi-Fi safely, and bypass restricted
networks or geologically-blocked applications. Such activity, if falling within
the list of cyber offences in the IT Act, is prohibited and may attract the
attention of law enforcement. Even though the police cannot track live, real-
time VPN usage, they can obtain traffic logs from the ISP or VPN provider.
Access to some content even comprises cognizable offences,**’ and one may be
arrested ipso facto for the use of the VPN if the police suspect them of misuse.

Cloud networks store data regarding their usage and related elements
through a process known as logging. The logs maintained by a VPN service,
if any, depend upon the kind of data they have access to and the extent to
which they can track user activity. Almost all free VPNs have in-built tracking
and logging source code, but paid VPNs have differentiated levels of security
depending upon the subscription and company. Their primary claim is being
logless,*® or no-log VPNs, but to evaluate whether this holds true in actuality,
it is important to note the manner of logging. The logs maintained by them
may be of three kinds- troubleshooting logs (concerning issues with usage, to
improve the efficiency of the VPN), connection logs (storing the length of the
user session, and the IP address used), and activity logs (tracking each and
every request sent or received over the VPN).3* The latter two kinds involve
Personal Identifiable Information (hereinafter, ‘PII’), and breach the purposes
of privacy guaranteed by VPNs.*°

In India, VPN service providers such as NordVPN, SurfShark, ExpressVPN,
and ProtonVPN have strict no-log policies,® which would now be eroded in
the face of directions to maintain extensive logs for a prolonged period of time.

pdf> accessed 4 August 2022.

Information Technology Act 2000, ss 65, 66, 66B, 66C, 66D, 66E, 66F, 67, 67A, 67C, 70 and
72A; Press Trust of India, ‘Non-IPC Offences with up to 3 Years in Jail Cognizable, says
Bombay High Court’ (NDTV, 5 March 2021) <www.ndtvcom/india-news/bombay-high-court-
says-non-indian-penal-code-offences-with-up-to-3-years-in-jail-cognizable-2383951> accessed
18 August 2022.

Paul Bischoff, ‘Best Logless VPNs in 2022’ (Comparitech, 15 August 2022) <www.compar-
itech.com/blog/vpn-privacy/best-logless-vpns/> accessed 20 August 2022.

Deeba Ahmed, “What is a VPN and What Does Data Logging by a VPN Mean?’ (Hackread,
21 April 2022) <www.hackread.com/what-is-vpn-what-is-data-logging-vpn-means/> accessed
16 June 2022.

Information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules 2011 (‘SPDI Rules’), ss 2(i) and 3.

Express VPN, ‘Express VPN Privacy Policy <www.expressvpn.com/privacy-policy> accessed
14 June 2022; Nord VPN ‘No-log VPN Service’ <www.nordvpn.com/features/strict-no-
logs-policy/> accessed 14 June 2022; Surfshark ‘No-logs VPN for Ultimate Digital Privacy’
<www.surfshark.com/features/no-logs> accessed 14 June 2022; Andy Yen, ‘Proton VPN’s
No-Log Policy Confirmed by an External Audit’ (Profon VPN, 13 April 2022) <www.proton-
vpn.com/blog/no-logs-audit/> accessed 14 June 2022.

34

4

34

3

34

&

35

=3

35



78 Communication, Media, Entertainment & Technology 10 CMET (2023)

LEGAL POSITION PRIOR TO CERT-IN DIRECTIONS

VPNs are legal in India, with their area of operations limited by the
Information Technology Act, 2000. Even so, they have had a large degree of
autonomy with regard to how they function and what privacy policies they
employ.

The Indian Computer Emergency Response Team (hereinafter, ‘CERT-In")
has been tasked with issuing guidelines and advisories for internet
intermediaries,* and is authorised to ask for information or give directions
to implement the same.*® In light of the same, it issued the Cyber Security
Directions of 28 April 2022, which are to come into effect from 25th
September, deferred from 27th June, the original date of enactment.*® VPN
companies may be called upon at any point to intercept, monitor or decrypt
any information relayed over their secure link if the Government deems it nec-
essary to do s0.%%°

The necessity of such action is determined when there is an apprehension
of a threat to the sovereignty of India or its relations with foreign states, the
security and defence of India, or for the investigation of cognizable offences.
Further, the IT Act empowers the authorities to collect and oversee traffic data
to maintain cyber security.’¥ ‘Traffic data’ in this case refers to data that iden-
tifies or possesses the potential to identify the originator or recipient of the
transmission and details underlying information such as the time, duration,
type, destination, and size, among other elements.’*® While there exist certain
exceptions to intermediary liability as opposed to creator liability, they are
still expected to comply with geo-blocking directions and disable illegal con-
tent if uploaded from India.’*® VPNs had so far circumvented Section 4 of the

32 Information Technology Act 2000, ss 70B and 4(e).

33 Information Technology Act 2000, s 70B(6).

3% Indian Computer Emergency Response Team, ‘Directions Under Sub-Section (6) of Section

70B of the Information Technology Act, 2000 Relating to Information Security Practices,

Procedure, Prevention, Response and Reporting of Cyber Incidents For Safe & Trusted

Internet 2022 (‘Cyber Security Directions’)’ (CERT-In, 28 April 2022) <www.cert-in.org.in/

PDF/CERT-In_Directions_70B_28.04.2022.pdf> accessed 20 June 2022.

Indian Computer Emergency Response Team, ‘Extension of Timelines for Enforcement

of Cyber Security Directions of 28th April, 2022 Issued Under Sub-Section (6) of Section

70B of the Information Technology Act, 2000 For MSMEs and also for Implementation of

Mechanism for Validation of Subscribers/Customers Details by Data Centres, VPS Providers,

Cloud Service Providers And VPN Service Providers’ (CERT-In, 27 June 2022) <www.cert-in.

org.in/PDF/CERT-In_directions_extension_ MSMEs_and_validation_27.06.2022.pdf> accessed

3 September 2022.

356 Information Technology Act 2000, s 69.

37 Information Technology Act 2000, s 69B.

3% Information Technology Act 2000, s 69B(4) expl ii.

39 Information Technology Act 2000, s 79.

30 Swami Ramdev v Facebook Inc 2019 SCC OnLine Del 10701; Arvind Ravindranath, Aarushi
Jain and Gowree Gokhale, ‘Court Orders Global Takedown of Content Uploaded From India’
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Sensitive Personal Data or Information (hereinafter ‘SPDI’) Rules regarding
the mandate to make policies for privacy and disclosure of information, in that
they did not collect any such information at all.**! If personal or sensitive infor-
mation were to be stored by such a network provider, they would have been
required to obtain prior consent from the individual concerned before sharing
it with a third party.’¢

However, the SPDI rules allowed government agencies to circumvent the
requirement of consent from VPN users.’® Prior to the proposed Directions,
VPNs had not yet been ordered to collect any specific user data, which is
why the SPDI exception has not been a major thorn in VPN privacy proto-
cols.The government had attempted to rein in the autonomous operations of
VPNs through the 233rd Rajya Sabha Report presented on 10th August 2021,
intended to be not only the first but also the final nail in the coffin of VPN
services altogether. Citing the threat of “VPN services and Dark Web that can
bypass cyber security walls and allow criminals to remain anonymous online,”
the Committee recommended to MeitY to permanently block VPN operations
in India.’%

VPNs were described as hotbeds of criminal activity, including hacking,
piracy of copyrighted content, sale of drugs and weapons, and human traf-
ficking through the Dark web. While such a ban is technologically possible
through Deep Packet Inspection,®® the actual challenge for the government
would have been compliance. Countries like China, which have censored popu-
lar websites as well as banned VPNs, have been largely unsuccessful since for-
eign VPNs are hard for the government to surveil and control.**

(Nishith Desai Associates, 25 November 2019) <www.nishithdesai.com/SectionCategory/33/

Technology-LawAnalysis/12/60/TechnologylLawAnalysis/4454/1.html> accessed 23 June 2022.

Information Technology (Reasonable Security Practices and Procedures and Sensitive

Personal Data or Information) Rules 2011 (‘SPDI Rules’), s 4.

Information Technology (Reasonable Security Practices and Procedures and Sensitive

Personal Data or Information) Rules 2011 (‘SPDI Rules’), s 6(1).

363 ibid.

364 Department-related Parliamentary Standing Committee on Home Affairs, Action Taken by

the Government on the Recommendations/Observations Contained in the 233rd Report on the

Atrocities and Crimes Against Women and Children (Rajya Sabha August 2021 Report No.

233, 2021) para 3.13.6.

Marcia Sekhose, “Who Should Worry about the Proposed VPN Ban in India?’ (Business

Insider, 2 September 2021) <www.businessinsider.in/tech/news/who-should-worry-about-the-

proposed-vpn-ban-in-india-and-who-dont/articleshow/85856285.cms> accessed 21 June 2022.

%6 Chiara Castro, ‘7 VPN Trends you may not Know about’ (Techradar, 7 June 2022) <www.
techradar.com/in/news/7-vpn-trends-you-may-not-about> accessed 21 June 2022.

36!

36

()

36!

X



80 Communication, Media, Entertainment & Technology 10 CMET (2023)

The most effective VPN companies have their servers in countries such
as Panama,*® British Virgin Islands,**® and Romania, outside of the purview
of the Fourteen Eyes agreement.’® This is why they cannot be regulated by
domestic authorities or international intelligence-sharing covenants®”® and
would render any ban ineffective. This recommendation was also shelved due
to concerns about freedom and accessibility of the internet. Nations that have
implemented a full VPN ban are authoritarian or totalitarian regimes, and are
generally associated with restrictive regimes for freedom of speech and expres-
sion.’” By contrast, in India, the same is a constitutionally guaranteed right
under Article 19(1)(a) alongside unrestricted access to internet services for
business and trade purposes.’’?

CONTEMPORARY POSITION OF
VPNS: CERT-IN DIRECTIONS

CERT-In introduced new regulations surrounding VPNs on 28 April
2022, which were to take effect two months from the date of the notifica-
tion.’”> CERT-In is the appointed national agency to coordinate cyber incident
response activities, issue advisories, guidelines, or emergency directives, and
request information from intermediaries and service providers.’* As such, it
is conferred with complete authority to implement these regulations for VPN
companies operating within Indian jurisdiction.

36

3

NordVPN, “Where is NordVPN Based?” <https:/support.nordvpn.com/General-info/
Features/1061811142/W here-is-Nord VPN-based.htm> accessed 8 August 2022.

Surfshark, ‘Surfshark Terms of Service’ <www.surfshark.com/terms-of-service> accessed 8
August 2022; ExpressVPN, ‘BVI Jurisdiction: Why it Matters’ (28 April 2017) <www.express-
vpn.com/blog/bvi-privacy-legislation/> accessed 8 August 2022.

CyberGhost, ‘Discover the Best VPN Servers’ <www.cyberghostvpn.com/en_US/vpn-server>
accessed 8 August 2022.

FIORC, ‘Charter of the Five Eyes Intelligence Oversight and Review Council’ (Director of
National Intelligence, 2 October 2017) <www.dni.gov/files/ICIG/Documents/Partnerships/
FIORC/Signed%20FIORC%20Charter%20with%20Line.pdf> accessed 8 August 2022; Privacy
International, ‘Eyes Wide Open v 1.0’ (Privacy International, 26 November 2013) <www.pri-
vacyinternational.org/sites/default/files/2018-02/Eyes%20Wide%200pen%20v].pdf> accessed
9 August 2022.

3 Dr Keith Goldstein, Dr Ohad Shem Tov and Dan Prazeres, ‘The Right to Privacy in the
Digital Age’ (OHCHR, 9 April 2018) <www.ohchr.org/sites/default/files/Documents/Issues/
Digital Age/ReportPrivacyinDigital Age/PiratePartiesInternational.pdf> accessed 19 June 2022.
Constitution of India 1950, art 19(1)(g); Anuradha Bhasin v Union of India (2020) 3 SCC 637.

Indian Computer Emergency Response Team, ‘Directions Under Sub-Section (6) of Section
70B of the Information Technology Act, 2000 Relating to Information Security Practices,
Procedure, Prevention, Response and Reporting of Cyber Incidents for Safe & Trusted
Internet 2022 (‘Cyber Security Directions’)’ (CERT-In, 28 April 2022) <www.cert-in.org.in/
PDF/CERT-In_Directions_70B_28.04.2022.pdf> accessed 20 June 2022, 3(v).

3% Information Technology Act 2000, ss 70B(1), (4), (5) and (6); Information Technology Act
2000, s 87(2)(zf); Information Technology (Procedure and Safeguards for Interception,
Monitoring and Decryption of Information) Rules 2009.
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Clarifications on these Directions were issued by the CERT-In on 18 May
2022 in the form of Frequently Asked Questions (hereinafter, ‘FAQs’).

The Directions mandate such service providers to record and maintain the
usage and access information of their customers for a period of at least five
years from when they cancel or withdraw their subscriptions. This includes
their name, period of subscription, email, and IP addresses, contact address
and number, purpose for subscription, and ‘ownership patterns’’” They may
be required to furnish the same for the government at their command.’”
Intermediaries are also required to maintain logs for a rolling period of 180
days to submit to CERT-In alongside any incident report they order.>”

Further, ‘cybersecurity incidents’ must be reported to CERT-In by the com-
panies within six hours of receiving information regarding them. These are
defined as ‘any real or suspected event[s] in relation to cyber security that vio-
lates an explicitly or implicitly applicable security policy resulting in unauthor-
ised access, denial of services or disruption, information without authorisation,
and unauthorised use of a computer resource for processing or storage of infor-
mation or changes to data.’®® On the other hand, ‘vulnerabilities’ need not be
reported.’” Despite the list of reportable incidents as have been specified by
CERT-In,**° broad definitions and subjective criteria create room for ambiguity
in the classification of what would constitute a reportable cyber incident.

The ostensible purpose of implementing such regulations is cybersecurity.
According to the FAQs, ‘technological advancement has opened vulnerabili-
ties by malicious actors’ against which the Directions will ‘ensure Open, Safe,
[and] Trusted and Accountable Internet in the country.’’*

3% MeitY, ‘Frequently asked Questions (FAQs) on Cyber Security Directions of 28.04.2022
(CERT-In,18 May 2022) <https://www.cert-in.org.in/PDF/FAQs_on_CyberSecurityDirections_
May2022.pdf> accessed 29 June 2022.

376 Information Technology Act 2000, s 70B(6).

377 Indian Computer Emergency Response Team, ‘Directions under Sub-Section (6) of Section

70B of the Information Technology Act, 2000 Relating to Information Security Practices,

Procedure, Prevention, Response and Reporting of Cyber Incidents for Safe & Trusted

Internet 2022 (‘Cyber Security Directions’)’ (CERT-In, 28 April 2022) <www.cert-in.org.in/

PDF/CERT-In_Directions_70B_28.04.2022.pdf> accessed 20 June 2022, 3(iv).

Information Technology (The Indian Computer Emergency Response Team and Manner of

Performing Functions And Duties) Rules 2013, s 2(%).

Indian Computer Emergency Response Team, ‘Directions under Sub-Section (6) of Section

70B of the Information Technology Act, 2000 Relating to Information Security Practices,

Procedure, Prevention, Response and Reporting of Cyber Incidents for Safe & Trusted

Internet 2022 (‘Cyber Security Directions’)’ (CERT-In, 28 April 2022) <https:/www.cert-in.

org.in/PDF/CERT-In_Directions_70B_28.04.2022.pdf> accessed 20 June 2022 2(p).

30 MeitY, ‘Frequently asked Questions (FAQs) on Cyber Security Directions of 28.04.2022
(CERT-In, 18 May 2022) <https://www.cert-in.org.in/PDF/FAQs_on_CyberSecurityDirections_
May2022.pdf> accessed 29 June 2022 Annex I p 16.

31 MeitY, ‘Frequently asked Questions (FAQs) on Cyber Security Directions of 28.04.2022
(CERT-In, 18 May 2022) <https://www.cert-in.org.in/PDF/FAQs_on_CyberSecurityDirections_
May2022.pdf> accessed 29 June 2022.

378
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EFFECT ON VPN COMPANIES AND CONSUMERS

VPNs, being internet proxy services, do not maintain traffic logs of their
customers to preserve their anonymity and security. Firstly, the proposed regu-
lations require all VPN companies catering to general internet subscribers to
maintain user logs for a period of five years. It fails to establish the need to
do so in order to achieve the end of an accountable internet. This is applicable
even after the user cancels their subscription or withdraws from the network.
However, these Directions do not apply to corporate or enterprise networks.??
These logs must include “(a) validated names of subscribers/customers hiring
the service, (b) period of hire including dates, (c) IPs allotted to/being used
by the members, (d) email address and IP address and time stamp used at the
time of registration/onboarding, (e) purpose for hiring services, (f) validated
address and phone number, (2) ownership patterns of the subscribers/custom-
ers hiring services.”*®

‘Validated’ in this case would refer to verified information using some
degree of PII from the consumer, eroding the anonymity of a random user ses-
sion. Even so, the definition of ‘ownership patterns’*** has taken into account
the extent to which VPN services can intrude upon user privacy. Rather than
the determination of the ownership itself, which may have created an oppres-
sive obligation upon companies, VPNs are only required to maintain key
details about the management.

The unique selling point of a VPN is the insurmountable fortress built to
protect the privacy and security of the consumer. These very functions are
obliterated by the magnitude of data to be stored and the time period of stor-
age. The Directions alongside the IT Actallow the guidelines to have an over-
riding effect over all contractual obligations that the companies undertake.’®
SPDI rules, if they become applicable, would require these companies to
allow consumers to either opt-out from or withdraw sensitive information.3%
However, VPN consumers would not have this option since the collection of

32 MeitY, ‘Frequently Asked Questions (FAQs) on Cyber Security Directions of 28.04.2022°
(CERT-In, 18 May 2022) <https://www.cert-in.org.in/PDF/FAQs_on_CyberSecurityDirections_
May2022.pdf> accessed 29 June 2022, q 34.

3% Information Technology Act 2000, p 3(v).

34 MeitY, ‘Frequently Asked Questions (FAQs) on Cyber Security Directions of 28.04.2022°
(CERT-In,18 May 2022) <https://www.cert-in.org.in/PDF/FAQs_on_CyberSecurityDirections_
May2022.pdf> accessed 29 June 2022 q 33.

3% Information Technology Act 2000, ss 70B and 81; Information Technology Act 2000, ss
70B(1), (4), (5) and (6); Information Technology Act 2000, s 87(2)(zf); Information Technology
(Procedure and Safeguards for Interception, Monitoring and Decryption of Information) Rules
2009 ; Dr Keith Goldstein, Dr Ohad Shem Tov and Dan Prazeres, “The Right to Privacy in
the Digital Age’ (OHCHR, 9 April 2018) <www.ohchr.org/sites/default/files/Documents/Issues/
Digital Age/ReportPrivacyinDigital Age/PiratePartiesInternational.pdf> accessed 19 June 2022
q 22.

3% Information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules 2011 (‘SPDI Rules’), s 5(7).
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the above-mentioned data is already mandated. Therefore, the element of con-
sent at the core of PII collection and processing would be wholly absent.

The right of an individual to privacy also includes the right to control his/
her existence on the internet.®” Even though a consent-centric information sys-
tem is lacking in the Directions, the consumers have not been granted the right
to erasure, or the right to be forgotten, either. It refers to the removal of per-
sonal data when such data is no longer required for processing.**® An arbitrary
minimum time period of five years, extendable at the order of CERT-In, has
been prescribed,’® without any justification linking it to illustrated cybersecu-
rity reasons.

Telecom Regulatory Authority of India (hereinafter, ‘TRAI’) prescribes
varying periods of data retention depending upon the nature of the data being
collected. Call history is recorded for a period of one year and is erased after-
ward. Information pertaining to SIM is erased after a lapse of 60 days with-
out usage.*® ISP License and Unified Access Services License (hereinafter,
‘UASL’) License prescribe a period of six months for the retention of the audit
trail of remote access activities.* RBI mandates banks to maintain transac-
tional records for five years, in compliance with anti-money laundering stand-
ards.*?> In light of these comparable data retention regulations, the prescribed
five-year period has not been satisfactorily rationalised.

Secondly, CERT-In also requires companies to store IT and
Communications logs for a rolling period of six months in local servers within
Indian territory, which they would be required to furnish in the event of a
cybersecurity concern, or at the direction of CERT-In.>* There is no guideline

37 K.S. Puttaswamy v Union of India (2017) 10 SCC 1.

3% EU General Data Protection Regulation (GDPR) 2016/679, art 17.

3% Indian Computer Emergency Response Team, ‘Directions under Sub-Section (6) of Section
70B of the Information Technology Act, 2000 Relating to Information Security Practices,
Procedure, Prevention, Response and Reporting of Cyber Incidents for Safe & Trusted
Internet 2022 (‘Cyber Security Directions’)’ (CERT-In, 28 April 2022) <www.cert-in.org.in/
PDF/CERT-In_Directions_70B_28.04.2022.pdf> accessed 20 June 2022 (v) p 3.

3% TRAI, ‘Deactivation of SIMs Due to Non-Usage’ (28 December 2012) <https:/trai.govin/con-
sultation-paper-deactivation-sims-due-non-usage> accessed 13 August 2022.

¥ DoT, ‘License Agreement for Provision of Internet Services” (8 April 2016) <www.dot.govin/
dataservices/license-agreement-internet-service-including-internet-telephony-amendments>
accessed 27 August 2022; DoT, ‘License Agreement for Provision of Unified Access Services
after Migration from CMTS’ (3 December 2009) <www.dot.govin/sites/default/files/UAS%20
license-agreement-19-12-2007.pdf?download=1> accessed 27 August 2022.

92 RBI, ‘Master Circular - Know Your Customer (KYC) Norms/Anti-Money Laundering
(AML) Standards/Combating Financing of Terrorism (CFT)/ Obligations of Banks and
Financial Institutions Under PMLA, 2002° (1 July 2015) <https://www.rbi.org.in/Scripts/BS_
ViewMasCirculardetails.aspx?id=9848>5(2)(d).

3% Indian Computer Emergency Response Team, ‘Directions under Sub-Section (6) of Section
70B of the Information Technology Act, 2000 Relating to Information Security Practices,
Procedure, Prevention, Response and Reporting of Cyber Incidents for Safe & Trusted
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on what would constitute these logs,*** beyond a non-exhaustive list in the
FAQs intended to ‘provide flavour of logs to be maintained.” VPN companies
based in other countries are compelled to maintain localised records even if
they do not have a physical presence in India otherwise. Many VPNs operate
with RAM-only servers at present, which delete user data whenever the hard
drive is switched off.** They cannot practically comply with the Directions
without a complete overhaul of their operations.

Thirdly, cybersecurity incidents must be reported within six hours of being
brought to notice. Even as the FAQs have expanded the list of such incidents,**®
VPN companies, consumers, and intermediaries would have differing opin-
ions, to begin with, on the manner of occurrence, whether the report needs to
constitute sensitive logs, and whether it requires action. No impact threshold
has been specified, and successful or unsuccessful security breaches would
invite the same action against them. Isolated ‘vulnerabilities’ do not need to be
reported mandatorily.*” They have been defined as “flaw/[s] or weakness[es] in
hardware or software of a computer resource that can be exploited resulting
in their adverse or different functioning other than the intended functions.”*®

It is unclear why such a distinction has been created, especially when such
flaws possess the potential to be leveraged by a threat source to install mal-
ware, gain unauthorised access, or collect information.

In addition to this, VPN services are required to designate a Point of
Contact (hereinafter, ‘POC’) to act as an interface through which information
would be relayed, and directions would be received from CERT-In.>* It applies
to those companies, too, which cater to Indian customers without a physical
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presence in the country.*”® The reporting responsibility cannot be indemnified
or transferred by the VPN service provider when various parties are involved.
The FAQs estop joint party reporting or contractual delegation of this respon-
sibility, creating difficulties for multinational firms which outsource their
operations.*"!

It is alarming that the FAQs seek to legislate at many junctures, rather than
staying true to their advisory nature.*”> The burden of compliance is extremely
onerous, especially in a regime where the companies are in the dark about
directives to fulfil the same. Even so, penalties for circumvention extend to a
fine of up to rupees one lakh, or a prison sentence of one year for executives of
the firm 40

Information Technology Industry Council (hereinafter, ‘ITIC’), the global
policy organisation for technology, too has raised concerns about the over-
broad definition of ‘incident’ and the impracticality of the reporting timeline,
alongside recommendations to modify the same to be at par with global regu-
lations.*** VPN regulations in India have drawn international attention in light
of increasingly divisive government policies and autocratic censorship across
countries.

STATE ORDER VERSUS PRIVACY

Restrictions on the free net have been observed as some of the first signs
of an autocratic state.*” The universal value of digital rights is more curtailed,
than recognised, by governments across the world for the purported reasons of
combating terrorism and maintaining security. India has had a contentious his-
tory with mass surveillance and data collection, landing among the top three
countries for active government surveillance of citizens.*’®
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A 2021 report by the Pegasus Project*” exposed a surveillance database of
over 300 phone numbers of journalists, politicians, and judicial officers sub-
jected to targeted scrutiny, circumventing procedures of lawful interception.**®
Against this backdrop, the government seeks to restrict and collect data from a
service frequently used by journalists and activists to access the internet safely.
It even creates scope for unbridled discriminatory surveillance.*"

In the absence of a personal data protection law, there is a large unregulated
area for the policing authorities to operate in, and use the stored data to pro-
file individuals. ‘Profiling’ refers to the association of characteristics to a per-
son based on their digital footprint. For instance, China has started a ‘Police
Cloud’, which appears capable of tracking social and ethnic communities, lead-
ing to disproportionate incarceration of specific social groups.*® VPNs have
more specifically been banned in repressive regimes with ethnic tension, or
military conflicts. Geopolitically, the world stands divided: those with access to
the free internet, and those digitally isolated.

VPNs are an emblematic extension of the right to freedom of expression
on the internet. This is a constitutionally*! as well as internationally protected
right.#? States have been entrusted with fostering the independence of internet
services, in addition to preserving the access of individuals to such services.*?

In the case of Faheema Shirin v State of Kerala, the Kerala High Court
acknowledged access to the internet as a fundamental right, which “com-
prises part and parcel of day-to-day life.”** Any regulations thus imposed
would have to meet the test of necessity and proportionality, in pursuance of
a legitimate aim, and cannot go beyond the grounds of reasonable restrictions
in Article 19(2) of the Constitution.” In Shreya Singhal v Union of India, the
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Supreme Court has held that a proximate relation to public order or damage to
reputation must be thoroughly established to restrict expression on the Internet.
Further, the nature of the internet itself renders it all the more important for
the legislation to be the least restrictive possible.*® In Anuradha Bhasin v
Union of India, the Supreme Court has decreed that the “degree of restric-
tion and the scope of the same, both territorially and temporally, must stand in
relation to what is actually necessary to combat an emergent situation.”"’

The Directions also eclipse the right to privacy, guaranteed by the ICCPR
and Article 21 of the Indian Constitution. The state has a positive obligation
to protect the privacy of its citizens,*® especially when India remains lack-
ing in any form of data protection laws. In the Puttaswamy judgment, privacy
has been interpreted as a fundamental right, comprising the right to anonym-
ity, the right against biometric coercion, the right to be forgotten, and the right
against the collection of data.*® An individual is entitled to control their exist-
ence on the online platform and call for the erasure of data concerning them.
The new Regulations prove to be an abuse of the fundamental right of privacy
through the collection of profiling information which may be accessed by the
government at any point with no transparent basis. As such, CERT-In becomes
the custodian of citizen data, ready to strike the hammer at the whims of the
government.

INTERNATIONAL APPROACH TO VPN REGULATION

The most repressive VPN restrictions are seen in autocratic nations such
as North Korea,*® Iraq*' and Belarus,** which impose a blanket ban on their
use. China boasts of a ‘Great Firewall’ preventing access to common websites
such as Google and Facebook, and VPN services face the threat of revoca-

tion of business licences and a fine of up to 50,000 Yuan, alongside impris-
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onment for up to seven years.*® In UAE, the use of unauthorised VPNs,
even for Voice over Internet Protocol, attracts imprisonment and a fine of Dh
500,000-Dh 2,000,000.“* However, the government specifies that using VPNs
is not outlawed as long as it is for a lawful purpose. This raises two alarm-
ing questions about what would constitute a digital crime in UAE, and what
the extent of government surveillance would be to monitor activities carried
out through VPNs. So even if it can be argued that VPNs are not technically
banned, the right to privacy is completely repudiated. In Russia, VPN com-
panies are expected to coordinate with the national database of blocked web-
sites, Roskomnadzor, and assist the government as and when required to clamp
down on politically sensitive content.*?*

India’s form of restriction may be considered the closest to Oman, where
VPN services are allowed as long as they collect and furnish activity logs to
the Sultanate.*® It must be noted that Oman does not hold a candle to India’s
democratic nature, given that the former is a theocratic state with a strong
emphasis on moral and political policing. Even so, many of the world’s leading
democracies, including the US, UK, Canada, France, and Germany, are part
of intelligence-sharing alliances, such as the Five Eyes and the Fourteen Eyes
which allow cross-country surveillance.*” A VPN company based in, or having
its servers in any of the alliance countries can be mandated to provide activ-
ity logs to the government at any time, which could, in turn, be accessed by
any other nation in the alliance. Therefore, democratic nations, too fall short
of protecting their citizens’ rights; however, instead of simple curtailment, they
take a step further to actively violate it by enabling the creation of a global
surveillance network.

The General Data Protection Regime (hereinafter, ‘GDPR’) for Europe has
a strong emphasis on user privacy, where individuals can opt out of sharing
PII, and need to give consent if companies propose to share their data with a
third party.*”® Further, users have access to view, edit and delete any of their
personal data that the VPN has stored, affirming the right to erasure and priva-
cy.* Thus, citizens of GDPR countries can remain anonymous even with log-
ging policies as long as they are alert about the information they are sharing.
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India does not have data retention laws or personal data protection legisla-
tion. This exacerbates the overreach of the Directions.

THE WAY FORWARD: SUGGESTIONS

It is the view of the author that the regulations would be more effective
within constitutional bounds if the users had control over the logs maintained
by VPN service providers. If the collection of logs is absolutely necessary, a
more realistic timeline may be proposed for immediate utility. VPN companies
may be required to maintain a dashboard of the information they are recording,
alongside detailed scope of where this data would be utilised or sent to. The
GDPR even allows the users to edit or delete this data. This would enable end-
to-end visibility of privacy settings and their control. Instead of focusing on a
restriction and punishment-based approach to VPN usage, India should direct
its efforts to an awareness and transparency-based outlook. The dashboard may
apprise users of what would constitute a digital crime with adequate informa-
tion and penalties, similar to compliance actions in GDPR regimes.

Explicit consent must be obtained from the user for accessing and storing
PII, and they must be notified when their data is shared with third parties. The
provision for storing activity logs may be replaced with real-time monitoring of
users accessing prohibited websites promoting criminal activities. A tiered list
for such crimes may be created, ranging from those which require immediate
action on the part of the VPN companies, to those which require further moni-
toring. The reporting criteria must be adequately defined with illustrations, and
the timeline for reportage must be extended to at least 24 hours for investiga-
tion and collection of data, as is the case with police complaints.

Designating a Point of Contact in India or localising servers would prove to
be difficult for companies that do not have a physical presence in the country,
and the government may instead ask these companies to create direct commu-
nication channels from the country it is based. If not, joint reporting must be
permitted whereby the responsibility may be shared by the multiple intermedi-
aries involved. CERT-In must specify the circumstances under which it is per-
mitted to ask for any user data and establish a clear and rational nexus to the
crime sought to be prevented.

At the very least, the discussion period can be extended, and opinions
invited from a more diverse group in order to strike the right balance between
state order and privacy. This may include major VPN companies, users, non-
profit organisations, and international technology associations alongside gov-
ernment agencies. As it stands, several VPN services may have to pull their
services out of India*® simply because the compliance burden is not feasible.
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This would deprive citizens of the net neutrality created by VPNs and vio-
late their right to privacy and free access to internet services. The government
must prioritise the enactment of the data protection legislative regimes, espe-
cially in light of the withdrawal of the Personal Data Protection Bill, 2019.4!

CONCLUSION

In a world increasingly concerned with data privacy and security, VPNs
provide a failsafe. Data not stored cannot be leaked. Nevertheless, the author
is aware of the sheer scale on which such networks may still be used for mala
fide purposes. To counter this, real-time monitoring has been proposed with
a tiered list of offences. An outright ban on access to certain websites, even
though VPNs would put India in the same category as China, and as a cham-
pion of democratic rights, it cannot take a step so backward.

The Directions propose a strict-compliance regime for VPNs, violating
which would make them liable to be banned. They must meet invasive logging
standards, unreasonably short timelines for reporting, and other compliance
requirements in the light of arbitrarily defined criteria and guidelines. Though
the deadline to meet such requirements of the Directions has been extended
by three months, to become effective from 25th September 2022, they are
themselves are in excess of the IT Act and the CERT-In Rules. Adherence is
almost impossible without compromising the privacy of citizens and the secu-
rity guaranteed by VPN services. The punitive measures proposed*? are harsh
for ambiguous and impractical requirements in the first place.

In a country with 348.7 million VPN users,** the government certainly has
not taken into account the needs and perspectives of all stakeholders affected
by such regulations. Regulations surrounding cybercrime have attracted sev-
eral controversies over the years, and India needs to find a way to overcome its
autocratic image in the digital world.
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