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Liability of Domain Name Registrars

by
Pallavi Khanna

ABSTRACT
The aim of this paper is establish a framework where the obligations and 

responsibilities of the registrar in relation to domain name disputes can be clearly 
prescribed. The objective underlying this study is to understand the circumstances 
where liability issues may arise in cases relating to registration of domain names 
and how the current legal framework seeks to address these concerns. The scope of 
the paper encompasses aspects such as the problems relating to domain names 
with respect to role of registrars as intermediaries, competition law issues arising in 
domain name registration and how courts have interpreted the liability of registrars 
internationally. The paper is restricted to analyzing the current position in India 
with respect to issues in classifying them as intermediaries and assessing the anti-
competitive practices in registration, initiatives by ICANN, examination of judicial 
approach in the US and an overview of arguments for and against imposing liability 
on registrars. Technical and procedural aspects such as mode of registering domain 
name, trademark infringement aspects, cyber-squatting issues in India, etc. is 
excluded from the purview of this paper. Thus the author seeks to answer questions 
such as-What is a domain name? Why do we need to protect domain names? How 
do registrars limit their liability? What is the extent to which registrars should be 
held liable and in what circumstances? Does India have effective measures to 
adequately address problems relating to domain name registrations? Can domain 
name registrars be called intermediaries? What are the competition law issues 
arising with respect to domain name registration? How has the US dealt with 
problems arising in relation to liability of domain name registrars?
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I. INTRODUCTION
Whenever a website is set up, the primary step is to register a domain name for it. 

A domain name refers to the unique address guiding the browser of the user to the 
computer where the website resides. Since every internet resource such as web pages 
has an address of its own, called the URL; or the Uniform Resource Locator, the 
domain name forms a part of the address that is assigned to every computer or 
internet service. The domain name system links the names to a number series or IP 
address and these numbers are linked with an easily understood address called the 
domain name. The ICANN (Internet Corporation for Assigned Names and Numbers) 
and WIPO (World Intellectual Property Organization) have prescribed stringent 
measures such as a rigorous method of registering domain names with only those 
registrars accredited by ICANN on a first come first served basis.

The role of domain names was initially confined to giving an address for computers 
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but govern the development of the internet from a channel of communication to a 
means of commercial activity, domain names are also used as business identifiers. 
Domain names are accessible irrespective of the geographical location of users. This 
not only implies that there is a need for worldwide exclusivity but that the domestic 
laws might be insufficient to protect domain names.

Domain name protection has been overdue in India since a while now. Since there 
is no dedicated law for domain name protection, they are 
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generally dealt with under the Trademarks Act, 1999 since they have the same 
characteristics as trademarks. Hence infringement actions have been initiated in case 
of domain names that are registered trademarks. The courts have also been 
forthcoming in granting orders against infringing domain names. Thus the entities 
authorised to provide domain name registration services are called registrars and 
registration with such registrars serves as an evidence of recognised user of a mark 
even if it does not have the same consequence as registration as a trademark. The 
registration is guided by the Uniform Domain Name Disputes Resolution Policy (UDRP) 
and disputes against the registrant may be referred to dispute resolution service 
providers recognised by ICANN.

II. COMPETITION LAW ISSUES IN DOMAIN NAME REGISTRATION
The domain name registration market is very competitive and the top 20 registrars 

tend to account for more than 75% of a market. Go Daddy is the leading registrar with 
maximum share of registrants.  It is the trademark infringement cases which often see 
claims of unfair competition being made as well.  Registering domain names to disrupt 
the competitor's business is also an act of cyber-squatting. In fact in Japan, cyber-
squatting has been explicitly identified as an unfair competition act in the Unfair 
Competition Prevention Law in 2001. The Beijing High Court has also recommended 
that the Anti-Unfair Competition Law should be applied to address issues of malicious 
registration of domain names.
Competitive Registration Process

The domain name registration process is less stringent than registering trademarks 
since it is based on a first come first served basis. In a study a few years ago, it was 
seen that out of the 860 ICANN accredited registrars, 533 belonged to the US and 
83% of the total revenue arising from domain registration went to the US. Majority of 
the root name server operations and gTLD registry operators were based in the US as 
well. This along with the slow response time of root servers across several locations 
implied that 

   Page: 221

other regions were underserved and hence in these circumstances, having a first-come
-first-served (FCFS) policy for registering domain names is unfair towards registrants 
who belong to under-served regions. We need to devise a more effective policy for 
domain name infrastructure.

The FCFS system further permits registrants who have no connection with a domain 
name or remote connection to get allocated a domain name linked to a popular brand 
and they can later sell it for ransom to those who have close linkage with the name in 
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question. Hence this means unauthorised registrars try to profit from the goodwill of 
trademark owners. This is problematic since there can be one domain name only, 
unlike trademarks which may be multiple in number for different spheres. This creates 
more trouble when the domain names are put for auction by registrants.

The growth of internet has enhanced instances of counterfeiting and those of 
trademark infringement which take place through online forums. Resemblance of 
domain names adversely affects the growth of market of the original domain name in 
question since it causes direct competition by deceiving the consumers and inducing 
them to assume that the infringing trademark is the same as the original domain 
name. 

In one instance, the court found that a domain name registrar had registered 
around 663 domain names which infringed the mark of Verizon Communications by 
using alias registrants. It was found that the use of aliases, trend of domain name 
kiting and infringement reflected bad faith and intentional infringement.

Those in favour of enhancing the liability of the registrar argue that, given the 
increasing rate of instances of cybersquatting in India, registrars must make concerted 
efforts to address this issue at the level of registration by examining the claims of the 
persons seeking registration of the domain name and by doing background checks 
rather than adopting a blind approach of allocating domain names.

Although many domain names are available for registering, by preventing an entity 
from using the name that connotes its product by preventing use of the trademark it 
owns, puts them at a huge competitive 
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disadvantage.  Even digital domain name registrars have acknowledged the difficulty 
in accessing customers outside their domestic market. 

Tricks employed by Registrars
These days everyone is in need of a website and every website requires a domain 

name as well as a hosting server. In most of the cases, the same company is the one 
providing the domain registration and the hosting service. There are as many as 
50,000 websites that are launched every week and those many companies are striving 
to attract customers. This manifests in the form of cutthroat competition between web 
hosting companies and hence a number of unfair practices are a common feature. 
Though competition is healthy for business, this kind of competition has crossed 
ethical boundaries and the registrars use every kind of method to extract as much 
money from the registrant. Taking a domain is an easy exercise but preserving it for 
an extended time is not easy, especially when the domain becomes famous and its 
demand in the market increases. Unlike hosting servers, domain names are not easy 
to change. Any alteration in the domain name might entail transforming business 
strategies, losing a customer base, changing emails and even identities in a number of 
places. There are times where the company has to spend a significant amount of 
money fighting legal battles just to retain the domain name.

Sometimes, there are deceptive advertisings which show discounts on domain 
names to show that they have become cheaper. However subsequently what happens 
is that the registrant will usually have to pay a higher price if he wishes to renew it in 
the next year. Hence the advantage of buying it cheap in the first go is nothing but a 
farce. All registrars attempt to hound customers of other registrars by giving cash 
benefits ad discounts such as one year free. This doesn’t actually mean that the 
registrant will get the domain free for another year but that they will not lose out on 
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the leftover life of their domain. Though some domains can be registered for more 
than a year, an advance payment is needed. Moreover, some may ask for credit card 
details and many unsolicited deductions are made from the card though your domain 
name payment will be completed. Moreover the refund offers are linked to hosting 
polices. The registrar may pay the registry part of the sum paid but the registrant and 
then again registrant is asked to renew it in the next year. Also, to attract more 
registrants, the registrars even offer the transfer prices at a lower rate than the price 
for purchasing or renewing the domain. This is problematic for those wishing to 
continue because the domain charges are generally higher with each year 
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and renewal charges are greater than new domain charges, domain which was earlier 
free with the hosting now has to be paid for and the hosting package also increases. 
Since the intimation about the higher charge to renew is received only a month before 
the expiry, it leaves very little time for the registrant to transfer the domain. Domains 
expire if there are delays in renewal but if the registrar keeps it on hold for around a 
month, he extracts an additional fee from the registrant following which the domain 
enters a redemption period where the registrant has the last chance to get the domain 
renewed and is very costly in comparison to the original registration. The hosting 
companies who also offer registration services try to lure customers by charging a high 
price for hosting which is usually much higher than the average cost of registration but 
also provide a ‘free’ domain name along with the hosting service. This helps in 
retaining customers for the whole year since they are asked to comply with a number 
of conditions to avail the package. Similarly, domain registrars often present a long list 
of services that they provide such as DNS configuration, updating who is record, 
multiple email addresses to redirect mails received by the domain, domain parking, 
private registration to protect against spam, automatic configuration with Google 
services, etc. In this long list, configuration, redirection and updating who is done by 
all the registrars. Email forwarding is required by some registrants for a temporary 
period only and other services are rarely useful. Hence the customers are easily 
attracted to register when they see that so many services are being provided, without 
evaluating if they actually need those services for their individual needs. Most 
registrars also promise that they will give 24×7 customer service though in practice 
they may not be always available through email/ live chat/ telephone, etc. Usually the 
domains are such that no support from the registrar is actually needed. However, if 
the domain control interface is not working properly then support from registrar may 
be needed. But this is a basic service which the registrar should not charge extra for in 
the garb of 2487 customer support, especially when only automated replies are 
received and actual help is offered much later.

Recourse available to registrants
Due to the tricks adopted by registrars to trap more customers, the ICANN has set 

out a policy governing the transfer of registrations. It requires you to remain with a 
domain for at least 60 days before transferring it, the new domain cannot have a new 
email, the status of the domain has to be unlocked before transferring, the old 
registrar needs to provide an authorisation code to the new one, all registrars are not 
permitted to transfer all kinds of addresses, etc. These regulations were important to 
restrict mass transfers and avoid any registrar to gain by unfair practices. However, 
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even these have been misused by the registrars. For instance, they may lock the 
domain prior transfer and not assist with unlocking. Even after the registrant unlocks it 
without the aid of the registrar or with administrative help, the domain is kept locked 
internally to delay the transfer process and disrupt transfer. They may also keep 
delaying revealing the authorisation key if the registrant is unable to secure it with the 
control panel. They also refrain from assistance when the domain is acquired by a 
reseller. It is advisable for the registrant to have different companies for hosting and 
registration of the domain name so it is easier to change the server.

The registrants can complain in case domain related problems arise but lack of 
awareness with respect to the procedural rules causes problems and it is a very time 
consuming process. In addition to this, the high level of competition for high profits 
creates further gaps between the players in the industry. Though the bigger 
companies charge more for surviving, even smaller companies tend to be greedy and 
extract more at later stages even if it involves crossing ethical boundaries for profits. 
Some entities even make money not by selling the domain names but by parking and 
then selling them at a higher rate.
Passing Off

The concept of passing off can be applied to different kinds of unfair trading where 
conduct of one party can injure the goodwill of another entity. Passing off is said to be 
an unfair trade practice since one person tends to achieve an economic benefit of 
another's reputation by deception.  Competition law issues are encompassed by the 
tort of passing off as well. It occurs when a trader misrepresents his goods to 
customers by making them confused and assumes they are buying goods of a 
particular brand. The bad faith registration of a domain name makes the registrant 
liable for passing off. This takes place when the registrant registers the domain name 
for selling, renting or transferring the registration of the domain name to the 
complainant who owns the trademark or his competitor at a very high cost. Since this 
pertains to the liability of the registrant and not the registrar, it is outside the scope of 
this paper.

   Page: 225

III. INTERNATIONAL FRAMEWORK FOR REGISTRAR LIABILITY
ICANN

At the international level, ICANN manages the dispute resolutions relating to 
domain names under the Uniform Domain Name Disputes Resolution Policy of 1999. 
Article 2 imposes a duty on the registrar to not register domain names for unlawful 
reason and to not use it knowingly in contravention of any law. It also mandates a 
registration agreement that prohibits website from being used for unlawful activates 
and the registrar is contractually required to shut it down. However, the registrar can 
evade liability if they had no knowledge of the illegal information.
Approach in the United States

In the US, the problems related to domain name registration are better addressed 
than in other jurisdiction. Though infringement claims are usually directed towards 
registrants, in the US some cases focus on the liability of registrars in these instances 
as well. 

The Anti-cybersquatting Consumer Protection Act of 1999 (ACPA) seeks to create a 
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mechanism for combating infringing domain names. There has been a trend, 
witnessed in the US, that to qualify as a contributory infringer, there must be 
knowledge of infringement or some assistance must have been given to facilitate the 
infringement. Usually the courts have denied the liability of registrar in these suits. 

The ACPA doesn’t intend to shield registrars from liability when they are acting 
outside of their core functions as registrars and are faulting in providing other services 
such as in the provision of privacy services  or when it is generating revenue from a 
parked pages program.  Hence the status of a registrar is not an immunity when it is 
not acting as a registrar only. 

In Lockheed Martin , the suit for contributory infringement failed since the 
registrar's role was limited to registration and it was held that they 
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cannot be expected to supervise the internet to ensure no infringement is taking 
place. Hence the registrar only performs the role translation service by converting the 
domain name into an IP address. 

GoDaddy, a domain registrar, was sued for violating the ACPA for infringement of 
domain names on the grounds that it was monetizing by use and trafficking of the 
domain name that was identical to the Academy's trademarks. The parked pages 
program, unlike the domain registration program allowed GoDaddy to generate 
revenues by registering the domain name. While GoDaddy sought immunity under the 
safe harbour protection of the ACPA which requires a bad faith intent to profit from 
registration, this claim was struck down since it favours only those who are acting in 
the registration or maintaining capacity only but because GoDaddy had placed ads on 
the parked webpages for generating revenue and were licensed by the registrant, they 
were actively involved in trafficking and use of the domain name. Hence since the 
function was not limited to acting as a registrar, GoDaddy was held liable for 
contributory infringement of the domain names.

However, in another case against GoDaddy itself, the platform was used to forward 
the visitors of a domain name Petronas to porn sites. It was held that imposing a 
secondary liability on the registrar will unnecessarily expand the ambit of the ACPA to 
cover those who are not cyber squatters but who's actions may facilitate it and hence 
cover even those who have no bad faith and are merely responsible for maintenance. 
Here since the registrar was not exercising any direct control on the cyber-squatting as 
it was merely routing the users, it did not amount to contributory cyber-squatting and 
hence secondary liability was not imposed on the registrar.  This was a welcome 
judgement since it exempts those who are not using the domain name for cyber-
squatting and it also spares the registrars the agony of predicting the intention of their 
customers while registering domains. 

In Register.com v. Domain Registry of America Inc. , a case was filed alleging an 
unauthorised transfer of the domain name registrars. The complainant claimed that 
the competing registrar, the defendant, was slamming the customers of the plaintiff 
by marketing tools that were unfair. The defendants sent several communications 
immediately prior to expiry of the customer's domain name registration with the 
plaintiff. This resulted in confusing and misleading consumers about the nature of 
services as well as the origin of the defendant. They unwittingly switched their domain 
registrar 
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while assuming they are renewing their agreement through the defendant which is an 
authorised reseller of a competing registrar. An injunction was granted for the anti-
competitive practices since the ‘renew’ option tends to imply that the mail is from the 
existing registrant and not a new competing registrar. Hence it confused registrants 
about it being their existing registrar or an affiliate to assist with their registration. 
Evidence of a disproportionate number of transfer requests initiated through the 
defendant showed that the customers were confused by the defendant's 
advertisements. Thus preliminary injunction was granted for the unfair trade practice. 

Approach in the European Union
In the European Union, the registrars are immune from liability unless they have 

the knowledge that the website they host is engaging in unlawful activities. Article 14 
of the Directive 2000/31/EC  states that the registrar should be unaware of the illegal 
activity or information and must promptly remove it when he becomes aware of it.  
The author opines that this would be applicable to WikiLeaks since every domain 
registrar is contractually obliged through the registration agreement to shut websites 
engaging in criminal activities such as publishing classified government information. 

Interestingly, Germany held Key Systems, a domain registrar, liable for 
infringement of copyright since it issued a domain name to a hacker and did not take 
it down despite receiving sever notices of the unlawful activity. This was the first time 
that instead of the website operator, it was the domain registrar who was being held 
liable.

Also, when a registrar offered a number of domain names which were similar to 
established trademarks, the bad faith intent of the registrar to confuse the customers 
was evident. The registrar was also profiting from the privacy services and the 
monetization schemes in addition to shielding registrants from liability.
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However in another French case, the registrar was not held liable because it was 
held that putting the burden of screening domain names and see if trademark being 
infringed is an unreasonable expectation from the registrar and he doesn’t have the 
skill set to carry out this kind of a monitoring on their own.

It has been held that the test to determine the liability of the registrar is that it 
should be proved that he had knowledge that it was not advisable to register the 
domain name.

IV. DOMAIN NAME REGISTRARS AS INTERMEDIARIES IN INDIA
After the amendment of Section 2(w) of the Information Technology Act, 2000 in 

2008, the definition of an ‘intermediary’ has been expanded and it seems that it seeks 
to imply that all intermediaries part of online transactions will be regarded as 
intermediaries under this act.  Though the Act doesn’t specifically mention domain 
name registrars in the definition, since they are sometimes involved with the storing 
and transmitting of information and provide services of registration in relation to the 
records, it can be said that they are also intermediaries but this will again depend on 
the role the registrar is performing and the extent of control he exercises. If it is 
merely registration and he is not involved with the supervision of content on a 
registered domain, his liability must be differentiated from that which falls upon an 
intermediary.
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Moreover, it is also argued that registrars act as intermediaries between the local 
domain name authority or registry and those seeking to register their domain names.  
This has been observed in some international cases as well since registrars assist in 
registration and transfer of domain names.  Registrars have been classified as 
intermediaries under the OECD (Organisation for Economic Co-operation and 
Development) as they facilitate and bring together transactions between third parties 
online.

Hence, if the registrar's acts are similar to an intermediary and not limited to mere 
registration, he should be entitled to the safe harbour protection 
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under Section 79 of the Information Technology Act, 2008 (IT Act) when he can show 
lack of knowledge of offence committed by third parties and when he undertook proper 
due diligence in registering the domain name.

The National Stock Exchange also made claims for copyright infringement against 
GoDaddy. It was observed that GoDaddy would be liable as an intermediary under 
Section 2(1)(w) of the IT Act since it includes web hosting services however it is 
entitled to protections available under section 79. However, what is problematic is that 
the term ‘knowingly’ is ambiguous. The capacity to monitor content will depend on the 
operating intermediary. Section 2(1)(w) though encompasses web hosting services as 
well, don’t recognise that the liability may be hard to establish. This is because 
supervision of large amount of content and subjective nature of monitoring that is 
needed to ascertain if any infringement is taking place requires judicial application of 
mind which, the author opines, is an enhanced burden on the registrar who's original 
duty of registration of domain name should not be extended. Exercising such 
supervision over millions of pages of the domain names it registers is impossible to do 
and it may result in pre censorship by the registrar.

   Page: 230

Recently, a domain registrar blocked the website of a cartoonist on a complaint of 
contravention of the Penal Code, 1860 on a notice was sent by the Mumbai Police to 
the domain registrar which then went ahead and removed the domain. Domain 
registrars often receive complaints for content screening according to the regulations 
prescribed. It has been recognised that intermediaries such as Big Rock are required 
to incorporate a number of grounds in their customer service agreement when they are 
acting beyond their capacity as a registrar alone.

An Internet Service Provider refers to a business or organisation offering users 
access to Internet and associated services. Most telecom operators qualify as ISPs 
since they extend services such as internet transit, dial up, registration of domain 
names, etc. It's important to note that the liability is not contingent on what an entity 
is but what is does while transmitting information.  It has been said that the role of 
the domain name registrar in the internet can be distinguished from an internet 
service provider who is actually responsible for the storage and communication of 
infringing material.  Hence, while determining if a party can be made secondarily 
liable for contributory infringement, one must focus on the extent to which it can 
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control and supervise the activities of the infringing party.
Hence, in the digital world, there will be some classes of intermediaries such as the 

ISPs who carry data but do not exercises any kind of direct control on the content, 
though they may have the potential to exercise control. Keeping in mind the drive to 
promote electronic transactions, it is crucial to clarify, and when necessary, to limit the 
liability of these intermediaries. It is suggested that intermediaries such as registrars 
and network service providers should not be made responsible for content of third 
parties for which they are merely providing access. 

V. DEBATES SURROUNDING LIABILITY OF REGISTRAR
What happens in a lot of circumstances is that the registrar is compelled to take the 

domain down. However this isn’t a cure since the forum owner just ends up opening 
shop under another registrar, like it happened in the 
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case of Pirate Bay. Before suing the registrar, the domain name owner should be 
conversant with the terms of use set out in the registration agreement. The terms of 
service generally state that the registrar will ensure the user information is confidential 
and will not be shared with third parties without their consent. Registrars also exempt 
themselves from personal liability. Though the registrars sometimes also state that 
they have the right to pre-screen the content to check if it's appropriate, this is not 
the norm and it will determine the extent to which claims against them can be made 
depending on the amount of control they exercise over the matter. 

Need for making registrar liable
The role of the registrar has changed considerably and it is possible that have actual 

knowledge that the registration was done in bad faith.  This is why in UDRP 
proceedings as well, the registrar is notified that there has been a complaint against 
its customer so that the domain name is locked down and not transferred during 
pendency of proceedings. The registrar is also supposed to transfer the domain name 
to the complainant if the trademark complaint succeeds.  It has also been said that 
registrars are supporting counterfeiting and facilitating piracy by refusing to comply 
with the ICANN rules that seek to foster legitimate activities on the internet.  The era 
of registrars having a blanket immunity is over. In order to extend liability to 
registrars, it has been held that even registering of a domain name is an act that by 
itself may be viewed as being a commercial act since it involves a sale which takes 
place between the registrant and registrar, thus falling within the ambit of ‘use in 
commerce’ as mandated by the law.

Heightening the liability of registrars providing registration services for regular 
violations will be a welcome move for consumers and brand owners. Though registrars 
have policies authorising them to terminate the accounts of customers.  if they are 
violating rights of others, the registrars are usually reluctant to enforce these 
measures because of a lack of incentives since he will lost out on customer base as the 
customer will merely move elsewhere thereby causing competing disadvantage to the 
registrar. Moreover, some registrars are cyber-squatters themselves or exist solely 
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for supporting cyber-squatters . Hence a high legal standard will create a level 
playing field and will be effective if it is supplemented with better incentives for good 
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practices in order to evict bad actors. Registrars can also include a provision for 
indemnification in their policy if they are made secondary liable for instance when they 
don’t terminate the account of the scrupulous registrants.

Arguments against the liability of the registrar
Registrars, in their given capacity, are mere conduits registering domain names and 

do not qualify as registrants or licensees and hence qualify for protections available to 
registrars. Hence, the courts have distinguished the liability of registrars when they 
merely process requests for registering domain names from that of the registrant who 
may be held responsible for acts of cyber-squatting by virtue of ‘use’ of the domain 
name.  The domain registrar is a part of the bigger infrastructure powering the 
Internet. When this agency starts being policed, then it will turn them into law 
enforcement agents, a task they are not always able to handle. If registrars begin 
taking down the domain names on receiving notifications from third parties then it will 
open the floodgates of litigation with the registrar soon becoming strictly liable. 
Nevertheless, it is important to ensure that this is not used by a means for them to 
shirk their responsibilities in regulating undesirable matter. Hence, the laws should 
clearly state that though registrars will not be liable for third party data, they will not 
be absolved form their obligations in terms of removal of content when asked. 

VI. CONCLUSION AND RECOMMENDATIONS
Though the IT Act addresses a number of cybercrimes and has even been forward in 

its thinking by mandating the set up of cyber crime cells, the Act has neglected to 
address the issue of domain name disputes and that of cyber-squatting. The only 
recourse available to the victims of these offences is that domain names are 
considered trademarks on the basis of their use and reputation of the brand, hence 
subject to the Trade Marks Act of 1999. Judicial decisions have acknowledged issues 
arising from domain names and have tried to address them with the use of 
injunctions, transfers and even by awarding damages under passing off.
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Since the law pertaining to online market places and those pertaining to secondary 
infringement of trademarks are still at a nascent stage, it makes it difficult for courts 
to take concrete steps. Harassment, interest confusion, illegal gains, free riding on 
goodwill are a part of the domain name disputes and need the attention of the 
legislature, administrative bodies and the judiciary. If India is unable to prioritize this 
issue, it should respect and put in effect the ratified international laws and procedure. 
The immediate need is though for the legislature to amend the IT Act 2000 and 
provide for cybersquatting and domain name disputes. India can also take inspiration 
from the US in following a model similar to that envisaged under the ACPA. 

In the opinion of the author, it is not reasonable or commercially viable for domain 
name registrars to verify the veracity of all domain names being registered and the 
purpose for which they are used. Given the borderless world of the internet, it is 
important to have a uniform standard on the concern of secondary liability for 
trademark infringement done online. The creators of harmful content should have 
more responsibility than intermediaries or registrars. The internet should not become a 
forum where the law enforcers area able to determine who can register a domain 
name. Registrars, if assigned with the duty of monitoring content, will transform into 
cyber-police while blindly adhering to the requests of the law enforcement agents. This 
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may pose serious threats to the idea of net neutrality. The liability of the registrar 
should be restricted and exceptional. Making registrars liable for the acts of their users 
will suppress innovation because companies will be compelled to hire legal teams to 
investigate possible infringements and such a heavy obligation may deter registrars 
because of strict licensing. This may also mean that registrars will block domain 
names erroneously fearing liability. Hence it restricts their freedom to do business 
when required to assess infringement cases. It would be better if they are instead 
asked to respond to removals ordered by courts so that it eliminates the need for 
analysing all claims. 
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